
Description of Value Added Services

While the core requirements will meet most of your requirements, value added services offer many ways to improve your business processes.  These services will continuously be upgraded as new technology becomes available.  Many value added services include a cost to the agency, but the cost may be offset by administrative savings. As advances become available to the commercial market, the contractors may provide emerging technology that facilitates or enhances.   The specifics of each contractor’s value added services may be found in the contractor’s presentation packages, through viewing videos of the contractor’s presentations and demonstrations, or by reviewing the contractor’s technical proposal.  The videos may be viewed by contacting GSA.  A redacted copy of the contractor’s technical proposal will be posted on GSA’s Internet site. 

Additional Authorization Controls:  Many contractors provide additional authorization controls.  

Software: A variety of software is offered by contractors including fleet management software.  Travel management software and alternate electronic access systems do not necessarily provide the full functionality required by the core electronic access system

Stored-value card or E-purse products and services: An established block of currency stored on the card or network.  These can be off-line accountable systems or on-line systems.  They may be rechargeable or disposable.  The reload function will always be PIN protected, and the purse may be PIN protected or not PIN protected at the agency’s option.  The purse may be loaded from the cardholder’s account/fund, or from a government account/fund for a cash advance. The stored value system will be a fully auditable governmental open system with purchases typically made in cafeterias, vending machines or other sites.

Data contained in the card should include, but is not limited to Basic ID, plus:

1.  Private key encryption keys;

2.  Purse limitations;

3.  Transaction file; and

4.  Purse balance.

Each stored value transaction should contain the following information which will be captured and forwarded to the host computer for processing and settlement.  The card’s transaction file containing, at a minimum, the last ten transactions will not exceed forty bytes per transaction.

1.  Merchant number;

2.  Terminal number;

3.  Date, time, transaction amount;

4.  Card serial number; and

5.  Product code.

Each card used for stored value will store a transaction file in the card containing the last ten transactions.  This file is for the convenience of the cardholder, and is not intended to replace the permanent host file.

Open system stored value transactions will be captured by each device accepting the stored value purse, and will be batched and transmitted to the appropriate host on a daily basis.  Reconciliation and settlement will also take place on a daily basis.

Value may be “loaded” to the stored value component of the card directly from an account/fund maintained by the government or cardholder to augment or replace cash advances.

Debit Card Products and Services: Service that debits an account/fund within established dollar limits.  May be on-line or off-line. When the debit card is presented for authorized payment, funds are debited directly from an established financial account/fund.

Optional ATM Products and Services for the Purchase and Fleet Cards:  The Contractor shall adhere to the limits, timeframes and requirements specified for the Travel Card ATM access.

Optional convenience check products and services for the Fleet and Travel Cards:  The Contractor shall adhere to the limits, timeframes and requirements specified for the Purchase Card  convenience check products and services. The checks shall be guaranteed by the Contractor against theft or loss, thus affording the agency protection against financial loss when using the Contractor's product.

Inter/Intra-Governmental Services: Merchant acquiring services which involves setting up merchant agencies.  This service is used for inter/intra-agency operations and payments in conjunction with the fleet, travel and purchase cards.  Inter/intra-governmental transactions shall adhere to proper cash management principles as follows:  (1) Funds will not leave the Government (i.e., no transfer of Federal funds, however momentary, into or outside of the Federal Government); (2) Fees may only be priced on an agreed-upon tiered flat transaction price (i.e., the higher the transaction volume, the lower the tiered flat transaction price) or substantially reduced or zero fee structure associated with accomplishing the requirement (fees may not be transaction value based (no discount or basis point fees) and will provide for the authorization, processing and settlement of the inter/intra-governmental card transactions; and (3) transactions shall be identified as inter/intra-governmental.  The Government reserves the right to revise/update proper cash management principles throughout the contract period.  Required transaction data will be transmitted to the Government, either to the merchant agency or to Treasury’s Financial Management Service (FMS), or both, to effect transaction accounting and settlement between the purchasing and merchant agencies.  FMS will provide specifications for any required interface with the Treasury for this purpose.  As multiple card issuers, potentially representing more than one card association, may be offering this service, the Contractor shall address and include what operating rules are proposed for this service for approval. 

The system shall:

a)
Provides sufficient functionality to support a wide range of inter/intra-governmental business activity as follows:

1)  Spontaneous transactions:  One-time transfers of value for relatively small quantities of goods or services at a known price.  These purchases may not involve the transfer of detail purchase and financial information prior to the transaction;

2)
Prenegotiated transactions:  Non-scheduled transfers of value for goods or services under prenegotiated terms.  These transactions may involve indefinite quantity and variable price terms and represent actions under signed agreements;

3)
Recurring transactions:  Transfers of value for goods or services or to and from trust funds (or central accounts) which are made on a regular, scheduled basis.  These transactions typically are made in large numbers and batch; and

4)
Other transactions:  Transfers not in exchange for goods and services but to support other legal and public policy purposes.

b)
Provides sufficient information for audited financial systems and information needs of a variety of users.  Transactions must be supported by proper backup documentation and provide information about business activity in a fully auditable manner.  The information available must be at a level to support attestations about the management integrity of system operations (a crucial part of the accounting process involves the independent audit of agency activities).  The system must support paying office needs (e.g., documentation which positively matches an invoice to an appropriation account and includes attestations of available appropriations and a mechanism to receive invoices and reconcile them against goods and services received); collecting office needs (e.g., documentation that matches the payment to an invoice or other measure of service provided, billing systems that age receivables and a mechanism for billing); paying and collecting agency needs (information about completed and in-transit transactions to account for funds spent to measure program performance and to make resource allocation decisions); and needs of other consumers of information (e.g., central agencies, interagency councils, Congress and the public).

c)
Support doing business in a distributed processing environment and support differing end-to-end processes.  Roles, responsibilities, warranties and liabilities needed to do business must be well-defined in areas of purchase, authorization, settlement, dispute resolution and reporting.

d)
Uses commercial technology whenever possible.

e)
Manages change, monitors risk and be flexible.  The system should include a structured process for change management that is based in agencies’ system and information architectures and includes user feedback.

f)
Be cost effective.

g)
Provide merchant acquiring services.  Each agency that accepts this card will need to be established as a merchant with the Contractor.  The Contractor shall submit a merchant agreement for agency review and negotiation and upon completion, will be executed by an authorized agency official.  Alternately, if the Contractor is not a merchant acquirer but would like to provide this service, the Contractor may work with the merchant acquirer to provide inter/intra-agency operations at an agreed-upon tiered flat transaction price (i.e., the higher the transaction volume, the lower the tiered flat transaction price) or substantially reduced or zero fee structure associated with accomplishing the requirement.  As requested, the Contractor shall provide each Government agency set up as a merchant point-of-sale terminals that captures and delivers, at a minimum, Level 3 data, or as specified by the agency.

The Government may provide a standard settlement mechanism for effecting transactions between agencies to meet the requirement that funds not leave the Government for this service.  Contractors offering this service will be notified of such standard settlement mechanism before task orders may be awarded for this service. The following reports will be required:

Agency Reports 

· Daily Settlement Report.  This report shall include data for each transaction issued against the agency’s account.  This report shall be transmitted electronically in a flat file which can be read in a commercially available database to be agreed to by the agency and contractor.  This report shall be issued daily to the agency for each merchant account. The Contractor shall provide access to transaction data and reports via an electronic system.  The flat file will be downloaded once per day.  The agency reference number, if required, will be input prior to transmittal of the sales draft.  This report shall include the following fields:

1. Merchant Account Number

2. Agency Name

3. Transaction Number (Acquirer Bank)

4. Transaction Code

5. Dollar Amount of Transaction

6. Transaction Date

7. Transaction Reference Number

8. Agency Reference Number (assigned by agency)

9. Authorization Code

10. Cumulative by merchant number

11. Number of Adjustments

12. Dollar Amount of Adjustment

· Daily Chargeback Report.  This report shall include data for each chargeback issued against the agency’s account. This report shall be issued electronically.  This report shall be issued to the agency upon the occurrence of each chargeback.  This report shall include the following fields:

1. Merchant Account Number

2. Agency Name

3. Transaction Number (Acquirer Bank)

4. Transaction Code

5. Dollar Amount of Transaction

6. Transaction Date

7. Transaction Reference Number

8. Agency Reference Number (assigned by agency)

9. Cumulative by merchant number

· Monthly Agency Report to the agency contact for each merchant account.  The Contractor shall provide access to transaction data and reports via an electronic system.  The Contractor shall download this information in a flat file.  The flat file will be downloaded once per month.  This report shall contain at a minimum the dollar amount of agency wide activity.

1. Merchant ID

2. Agency Name

3. Monthly Sales Total

4. Number of Transactions 

5. Monthly Transaction Total

6. Monthly Authorization Activity by Type

7. Misc. Fees by category

8. Total misc. fees

9. Transaction fees 

10. Cumulative total for all agency accounts

11. Number of account inquiries

· Ad Hoc Reports:  These will be identified at the task order level.

GSA Contracting Office Reports

· Summary Report to the GSA Contracting Officer for intra-governmental transactions, government-wide.   This report shall be issued electronically, in a commercially available data to be agreed upon by the GSA Contracting Officer and the Contractor.  This report shall contain at a minimum, by agency: 

1. Cumulative Monthly Sales 

2. Cumulative Monthly Sales Total

3. Cumulative Monthly Authorization Activity by Type

4. Cumulative miscellaneous fees

5. Cumulative number of transactions 

6. Number of transactions 

7. Dollar Amount of transactions 

8. Cumulative Monthly Transaction Total

9. Number of account inquiries

· Ad Hoc Reports:  These will be identified as needed.

Telephone Card Access (for the Travel Card Only):  The Contractor shall include the agency long distance carrier access code and calling number on the back side of the travel card, physically and/or electronically, as coordinated with the Government and the Government’s long distance carrier contractor(s). The travel card is not currently intended to be the vehicle in which telephone billing or payments are processed.

Electronic Bill Payment:  The Contractor provides other non-EDI electronic bill payment products and services.  This includes paying merchants who traditionally don’t accept card-based payments on behalf of the Government such as utility companies.

Hybrid Card: A plastic card that has both magnetic stripe and integrated chip capabilities.  The magnetic stripe portion shall comply with all American National Standards Institute (ANSI) and International Standards Organization (ISO) standards.

Definitions:
Application:
A commercial use or purpose for using a device, e.g., an integrated circuit card used for transfers, inquiries, credits, etc.

Biometrics:  
Method of validating the user by electronically measuring a unique characteristic such as fingerprint, voice print, retina scan, or signature dynamics.

Cardholder:  
The person or entity with whom an account relationship is established and to whom a card is issued.

Card Initialization:
The process of transferring data to a card that is common to all cards in a batch.  Initialization can involve printing on the surface of the card and writing to the chip.  Basic application data such as card logo, chip file structure, and data security keys are added to the card during initialization.

Card Issuance:
The process of moving a card from the point of personalization to the cardholder.

Card Personalization:
The process of writing data to the card that is specific to the cardholder.  A cardholder’s name, account number, PIN and authority levels are examples of data added to the card during personalization.

Chip:  
A small square of thin, semiconductor material, such as silicon, that has been chemically processed to have a specific set of electrical characteristics such as circuits, storage, and/or logic elements.  Also known as an Integrated Circuit.

Contact:  
An electrical connecting surface on an integrated circuit card and/or interfacing device that permits a flow of energy current between the two.

Contactless Card:  
An integrated circuit card that enables energy to flow between the card and the interfacing device without the use of contact.  Instead, induction or high-frequency transmission techniques are used through a radio-frequency (RF) interface.

Digital Certificate:  
A document digitally signed by a trusted third party which serves to bind an individual to his/her public cryptographic key.  It is used as a means of verifying the ownership of the public key.

Digital Signature:  
A technique used to ensure the integrity of electronic messages or transactions and to unambiguously identify the individual who is responsible for its content.  It serves as a means for implementing non-repudiation (binding an individual to the contents of the message).  The digital signature is generated using an individual’s private cryptographic key and is validated using his/her public cryptographic key.

Digital Signature Certification:  
An electronic proxy for a card, issued by the contractor to a cardholder following approved authentication policies of the government agency, and certifying that the enclosed public key is the true public key of the identified cardholder.  The Digital Signature Certificate is presented to an on-line Internet merchant by the cardholder’s desktop software in making purchases, along with a message signed by the cardholder’s private key, and is used to authenticate the identity of the cardholder to both the merchant and to the contractor for charge authorization.

EMV Specifications:  
Europay, Master Card and Visa joint project to define global specifications for financial transactions using smart cards.

Encryption:  
The use of cryptographic algorithm(s) to encode clear text data (e.g., PINs) in order to protect the confidentiality of that data.

Integrated Circuit:  
Electronic components designed to perform processing and/or memory functions.  

Integrated Circuit Card (ICC):  
A card into which one or more integrated circuits are inserted.  Includes both memory and smart cards.

Manufacturer Key:  
Security device to prevent access to integrated circuit card functions for cards pending initialization.

Microprocessor:  
A microcomputer with all of its processing facilities on a single chip.  A microprocessor is a computer processor on a chip including registers and possible cache memory.  A microcomputer or microcontroller also has data and program memory on the same chip.

Off-Line:  
Computer based data files and operations reside on the ICC.

Personalization:  
The process of initializing a card with data that ties it uniquely to a given cardholder and account.

PIN:
Code the customer possesses for verification of identity when using a card

Private Key:  
In asymmetric cryptography, the key which is held only by the user, either in hardware or software authentication and encryption.

Public Key System:  
Cryptographic method using pairs of cryptographic keys, one of which is secret and one is public.  If encipherment is done using the public key, decipherment requires application of the corresponding secret key and vice versa.

Smart Card:  
An integrated circuit card with a microprocessor, i.e., capable of calculation.

User Identification:  
A method of identifying the person using the card to make a particular purchase (card presenter).  This may take the form of a signature, Personal Identification Number, or other auditable method.

Vendor Key:  
Security device to prevent access to integrated circuit card data and functions for cards pending issuance.

The Contractor shall, at a minimum, supply cards that comply with the card design requirements.

a)  Physical Characteristics of the Card:  The Contractor shall provide a hybrid card with both magnetic stripe and integrated circuit chip capabilities.  The card physical characteristics, magnetic stripe, and magnetic stripe encoding of the card shall comply with American National Standards Institute (ANSI) and International Standard Organization (ISO) standard 7813 Identification Cards - Financial Transaction Cards.  The integrated circuit chip aspects of the card shall comply with ANSI/ISO standard 7816 Identification Cards - Integrated Circuit Cards with Contacts and with the EMV ICC Card Specifications for Payment Systems and all standards incorporated in that specification.  All cards shall additionally comply with updates to these specifications and relevant standards as they are adopted to conform to commercial operating guidelines.

b)  Functions of the Hybrid Card:  The size and capabilities of the integrated circuit chip contained within the hybrid card will depend upon the applications for which the card will be used.  At a minimum, it is expected that an integrated microprocessor and memory chip will be required.  Some applications may require more advanced technologies that may be prevalent at the time of implementation such as emerging combination chips with both contact and contactless read/write capability.

There are four basic functional capabilities for the hybrid card that will need to be performed to support the Government’s integrated Card Program(s):

· The ability to store information -- the hybrid card will require the level of functionality to support the applications that need information necessary for the application stored on the card;

· The ability to manage data on the card -- the hybrid card will require processing capabilities to enable the manipulation of data contents independently of processing capability at the point of interface or at a central host; 

· The ability to authenticate the card and user -- card functionality requires processing capability to determine if signal input matches authentication profile data on the card and functionality to provide different levels of authentication to access different parts of the chip; and

· The ability to provide encryption and digital signature features -- the card will require functionality to support cryptographic applications.


c)  Data Management:  The hybrid card shall perform two basic access functions in supporting the Government’s Card Program(s).  First, it is an access key to facilitate secure access to physical and logical functions.  Second, it provides a portable database to facilitate access to services, reporting and reconciliation for Government employees.  Thus, two sets of data shall be carried within the card.  The first shall be required data elements, when appropriate, to perform travel, small purchase or fleet functions.  Card personalization data may also be used by agencies to perform related functions such as building access, computer access and electronic commerce.  The second set of data shall be composed mainly of transaction files.  Ultimately, these transaction files will be used to automatically prepare reimbursement requests, reconcile invoices, input fleet, travel or small purchase data directly into agency accounting systems and other such functions.

d)  Card Data Management:  As discussed above, all initialization and personalization data shall be written to the card prior to issuance.  All transaction data shall be written to the card as the card is used.  Initialization and personalization data shall be permanently written to the card although some data, such as agency location or phone numbers, may be updated.  Transaction data shall be considered volatile using a first-in first-out update methodology.  The number of transactions maintained on the card will be a function of the types of transactions that the individual cardholder is entitled to perform and the size of the memory on the chip. While general guidelines are presented later in this section, agencies may request alternate transaction storage requirements.

e)  Systems Data Management Support:  All initialization and personalization data shall be duplicated in the Contractor’s central card issuance information system.  The Contractor shall also maintain a detailed record of transactions performed by each cardholder for a period of at least one (1) year with capability to retrieve transaction information off-line for at least three (3) years after the expiration of the master contract.  Agencies may elect to maintain a duplicate record of cardholder files.  This duplicate will be created by the agency by periodically reading the transaction records on the card and updating a local database.  This record of cardholder files will allow the agency or cardholder to recreate the transaction record locally if the card is lost, stolen or in the event the chip cannot be read.  Maintenance of local cardholder files shall not relieve the Contractor of the responsibility to maintain cardholder and transaction records at a central location.

The Contractor may offer systems data management support to agencies so that the fleet, travel and purchase card transaction files, data reporting and financial reconciliation and accounting processes are fully integrated into the agency’s financial and information processing systems.  Such data management support may represent design and development activities for network interfaces to systems, interoperability with other governmental transaction data and systems and other systems for integrated systems data reporting, formatting and outputs.

f)  Card Transaction Recording:  Card file structures shall be established to allow for recording of separate transaction files for different applications.  For example, a transaction file shall be maintained for small purchase transactions performed by the cardholder separate from a transaction file maintained for stored value transactions.  The transaction file shall maintain all types of transactions such as purchases, credits, voids, as well as invalid PIN attempts or other error messages. 

g)  Key Management:  The card initialization and personalization process will include a key management system that will allow the secure generation and storage of encryption keys.  The keys may be used at a card center, or could be transmitted to a remote (agency) personalization center.  Provisions should be made for the management of a public key system (electronic commerce) and a private key system (stored value).

h)  Cardholder PIN Authentication:  Each card will initially contain a four to six digit PIN provided by the card issuer to the cardholder under separate cover.  The cardholder will be required to use the issuer-assigned PIN the first time a card is used. The first time the card is used, the cardholder may select a new PIN, or continue to use the issuer assigned PIN. The cardholder may elect to use an alpha or numeric PIN.


Agencies may elect to request the capability to use multiple PINs.  For example, one PIN could be used to perform travel functions in a commercial environment while a separate PIN would be required to perform electronic commerce functions.  Agencies may require that one PIN be used to gain access to electronic commerce functions within an agency system while a separate may be required to initiate a purchase or payment.  Payments or purchases over a certain amount may require input of a separate PIN as well.


Input of three consecutive invalid PINs shall automatically and immediately lock the card and prevent any further usage.  Agencies may elect to select an alternative number of PIN attempts that results in a locked card.  Agencies may elect to require alternative PIN attempt counters for each PIN.  For example, three attempts may be permitted for stored value transactions while fewer attempts may be allowed for electronic commerce purchases.  The Contractor shall provide the ability to override locked cards at the A/OPC’s request.


i)  Cardholder Biometrics Authentication:  Agencies may elect to have the Contractor house a biometrics template for additional security on the card.  Actual specifications for biometrics will be developed separately by the agency.  The biometric applications will then be supplied to the Contractor by the requesting agency to house on the card.

j)  Digital Signatures:  The card will have the capability of creating a digital signature using a public key algorithm.  The digital signature will incorporate several transaction variables (e.g., date, time, amount, transaction number) into the digital signature calculation. Contractors offering this service shall provide digital certificates that incorporate a X.509 structure as a means of binding a user’s identity to their public key.  The digital signatures generated by the card’s ICC will meet the following requirements:

· Digital signatures must be unforgeable.  The signature must uniquely be the result of authorized use of the private key which is securely maintained on the hybrid card’s ICC.

· Digital signatures must be authentic.  The signature must reflect the fact that the authorized cardholder is the only individual that can generate his/her digital signature.

· Digital signatures must not be reusable.  The digital signature must be uniquely associated with the contents of one and only one message, transaction or other type of digital file and it must incorporate a time/date stamp.

· Digital signatures must provide the ability to detect any alteration of a message, transaction, or other type of digital file.

· Digital signatures cannot be repudiated.  After digitally signing a message, transaction, or other type of digital file, the procedures and policies associated with the use of the private key must ensure that the signer cannot disavow his/her intent to be bound to or to be responsible for the signed message, transaction or other type of digital file.


The X.509 certificate contains the distinguished name of the user, the user’s public key, and other user attributes in a standard data format and structure, and is digitally signed by an authorized Certification authority.  The Contractor(s) offering this service shall comply with X.509 version 3, and shall provide for compliance with future versions as issued.

The distribution of public keys will be performed by an authorized Certification Authority through the generation and distribution of public key certificates.  The Contractor may also offer services as a trusted third-party to the Government’s electronic business processes requiring authentication through digital signatures.  As an authorized Certification Authority for the Federal Government, the Contractor shall be responsible for the secure distribution of public keys through the creation, distribution and management of public key or digital certificates.  The Certification Authority shall generate and digitally sign certificates to bind a public key value to the identity of the specific user holding the corresponding private key, using the user’s distinguished name and public key.  The Certification Authority shall be responsible for the following functions in support of the government’s card services programs:

· Certification and digital signing of public keys and certificates;

· Maintenance of certificates;

· Distribution of certificates to public directories;

· Revocation of certificates and issuance and maintenance of associated revocation lists.

The hybrid card shall have the capability to maintain public key certificates consistent with the X.509 version 3 standard structure.  To support applications requiring higher levels of security and functions requiring the transport of sensitive information over unsecured networks, the card must have the internal capability to:


· Authenticate the cardholder as the legitimate card user;

· Store the user’s cryptographic key pairs (i.e., public and private keys) and public key certificate; and

· Perform the digital signature and verification functions.


k)  Card Replacement and Loss Management:  The Contractor shall provide a toll free telephone number to be called if the card is lost or stolen.  Any card reported lost or stolen shall be placed on a “hot card” list.  All on-line transactions shall be blocked for any card on this list.  Any on-line transaction initiated from a chip capable terminal by a card on the hot card list shall result in a message sent to the terminal to immediately “lock” the card.  [NOTE:  Vendors are invited to offer methodologies to ensure security and block transactions performed by cards on the hot card file.  Some alternatives may include requiring periodic on-line inquiries based upon a pre-determined number of days of activity, downloading of “hot card” files to local terminals, and managing spending limits in which purchases or payments over a certain threshold require on-line authorization or in which the dollar threshold decreases based upon velocity parameters.

l)  Hybrid Card System Requirements:  The basic system must provide the capability to perform the following functions:

Card Initialization:  Card initialization is the process of transferring data to a card that is

common to all cards in a batch.  Initialization can involve printing on the surface of the card and

writing to the chip. Basic application data such as card logo, chip file structure, and data security

keys are added to the card during initialization.

The Contractor must provide for the collection of the data necessary to initialize all cards at a centralized card center.  All cards will be initialized prior to issuance.  All cards provided to the Contractor by the card manufacturer shall be “locked” using a manufacturer key.  The manufacturer key shall be provided to the Contractor under separate cover.  The manufacturer key shall be required to unlock cards prior to initialization.  Initialization should include functions such as printing of agency specific information such as Agency name or logo, establishing common chip file structures, and, writing common keys to the secure area of the chip.

Card Personalization:  Card personalization is the process of writing data to the card that is specific to the cardholder.  A cardholder’s name, account number, PIN and authority levels are examples of data added to the card during personalization.  Card issuance is the process of moving a card from the point of personalization to the cardholder.

Card personalization and issuance may be provided by the vendor or by the local agency at their discretion.  Card personalization shall include functions such as printing of cardholder name and account number, placement of a photographic image of the cardholder on the face of the card, and “loading” of personal data on the chip such as cardholder name and account number and other information as described in the following sections.  Cards shall have the capability to store and utilize multiple PINs to access multiple applications.

If an agency elects to have cards personalized by the vendor, all personalization data will be provided to the vendor in a standard agreed-upon electronic format.  Cards maintained by the vendor prior to issuance shall be held in secure areas and controlled as valuable documents with adequate inventory controls.

Agencies that elect to perform “in-house” personalization shall be provided batches of cards under secure control.  All cards shall be locked using a vendor key.  The vendor key shall be specific to each batch and will be provided to the issuing agency under separate cover.  Agencies that perform in-house personalization shall provide the personalization records indicating the serial number of each card issued, to whom it was issued, and a copy of all personalization data to the vendor in electronic format at the close of each issuance cycle (presumed daily).  The vendor shall have the capability to promptly update their cardholder database to reflect this information.  Vendors should specify the preferred method and frequency of data transmission

m)  Possible Applications:  

1.
Basic Identification:  This service will enable the cardholder to be identified by the exterior of the card (i.e., a photograph) or through information stored in the ICC or magnetic stripe.  The information in the card may be used for multiple purposes such as to gain access to a building or log on to a PC.  Data on the card may include, but not be limited to:

Name, work address and telephone number;
Agency name and address;
Accounting office name and telephone number;
Account number;
Government ID number;
Social security number; and
Security access code (e.g., PIN).

2.
Extended Identification:  This service will provide additional levels of identification and authentication necessary to perform extended services (e.g., higher levels of security and user authentication).  The information in the card may be used for multiple purposes to support applications needing greater security or information support.  Data on the card may include, but not be limited to:

Name, work address and telephone number;

Agency name and address;

Accounting office name and telephone number;

Account number;

Government identification number;

Social security number;

Security access code;

Biometric template (not to exceed 500 bytes); and

X509 Certificate and Certificate Structure.

3.
Other Applications:  Agencies may choose to provide other standard data to support the employee cardholder identification functions or to support other information and functional needs.  Such additional data contained in the chip may include, but is not limited to:

· Access authentication data to provide for varying levels of access and authentication to different applications supported by the chip; and

· Agency-specific data.

Electronic Purchasing:  This service will allow the cardholder to securely purchase goods or services electronically over the Internet, or through a private network.  The system functionality provides for the following features:

· Enhanced security, transaction integrity, transaction confidentiality, user and seller authentication, and non-repudiation of the transaction through the use of the users digital signature and public key certificate-based authentication;

· Enhanced accountability through individualized authorization controls;

· Improved efficiency by allowing authorized purchasing agents or other authorized personnel to access electronic purchasing functions from alternate sites while maintaining full security and functionality; and

· Improved reconciliation by providing the capability to record executed transactions to the card maintained by the cardholder.

Photo ID:  This service will enable the cardholder to be identified by the exterior of the card (i.e. a photograph).

Commercially Offered Convenience Services:  

Activation/Deactivation on Demand:  These functions are deactivated cards and may be in an individual’s name or in the agency’s/organization’s name.  If offered, the Contractor may electronically activate/deactivate the cards (not necessarily ICC cards) on demand by the agency.  For example, in keeping with the vision of one multi-function card, ABC Agency orders a hybrid fleet, travel or purchase card and houses an identification application on the card.  This identification application is developed under a separate contract, and simply housed on the fleet, travel or purchase card.  As fleet, travel or purchase functions are needed, ABC Agency wants the ability to activate these functions on demand.  As the functions are no longer required, ABC Agency then wants the ability to deactivate fleet, travel and purchase functions on demand.

Emerging Technology:  New products and services can be added at any time throughout the contract.  Once added to the master contract, they are automatically available to agencies at the task order level.

Core Requirements

All contractors meet or exceed the core requirements.   All core requirements are provided at no cost to you with the exception of travelers checks, ATM access, convenience checks and customized services (as applicable).   There is a fee for use of these services. 

Core requirements are provided for all business lines.  Additionally, each business line has unique core requirements.  If the core requirements do not need your agency’s needs, customized services or value added services may be ordered by you at the task order level.   

Electronic Commerce Support

The Contractor shall provide:

· Processes, guidance and as appropriate, implementation support to implement EC for card processes.  

· Systems guidance including complete systems documentation, test transactions and procedural guidance for each document type.  

· Performance of tests on the system 

· Performance of EC/EDI within 60 calendar days of the agency’s ability to come on line to Federal EC/EDI standards.  

· Adherence to the Electronic Commerce Federal Implementation Conventions (IC), as provided through the National Institute of Standards and Technology.  These conventions are based on the ANSI ASC X12.

Merchant Acceptance

The Contractor shall provide:

· A mechanism to add new merchants   

· Promotion of the benefits of accepting the card and recruiting merchants that do not currently accept the card and upgrading merchant’s point-of-sale capability to enable richer transaction data capture.  

· Vendor brochures that discuss benefits of acceptance/richer transaction data to agencies for vendor dissemination. 

· Enhanced data capture as merchants are able to pass higher levels of data through the card network   

· Merchant product or service discounts negotiated by the Government on its own behalf directly with the merchant where the discount information (i.e., Level 3 data) is provided to the Contractor by the merchant through the transaction process.  

· Any merchant product or service discount offered to the Contractor’s non-Federal customers shall be passed on to the Government.  In addition, the Government may independently seek discounts directly from merchants.  The Contractor shall have a mechanism which enables merchants to identify which agencies are eligible for the discounts.  

Credit Bureaus and Delinquency Control 

Any information regarding a centrally billed account(s) shall not be provided to credit bureaus or other similar entities. A collection agency shall not be utilized for delinquency control on centrally billed accounts.

Investigative and Audit Assistance

The Contractor shall provide assistance to any authorized investigative unit of the US Government concerning alleged wrongdoing or suspected fraud, waste or abuse by agency employees or those entities doing business with the US Government using the Card Program(s) or any authorized audit unit of the US Government by providing reasonable access to all card program(s) administrative, financial and management data.

Release of Program Information

Names, addresses, or any other account or card information shall not be used by the Contractor for any purpose other than that specified in the contract.  Any such information shall not released, sold, or made available to any third party by the Contractor except as otherwise specifically provided in the contract

Master Contract Newsletter

A quarterly master contract newsletter shall be electronically distributed to all A/OPC program participants.  At the Contractor’s option, paper copies may be provided.  

Statement Inserts

Electronic or paper statement inserts shall be included into active cardholder statements of account to reach selected or entire government audiences  Agencies may directly request statement inserts from the Contractor.  The agency is responsible for creating, printing (or electronic equivalent) and providing the insert to the Contractor, using any Contractor-stated specifications (e.g., size, quantities, frequency, other parameters) required for the electronic or paper statement insert.  No third-party shall be allowed to utilize the statement insert feature.

Statement Messaging

Statement messaging (electronic or on paper) on active cardholder statements of account to reach selected or entire government audiences will be provided.  The request for the messaging shall be submitted directly to the Contractor.  The agency is responsible for drafting the message and providing the message to the Contractor, using any Contractor-stated specifications required for the statement messaging.  The Contractor shall not allow any third-party to utilize the statement messaging feature.

Card Design

At the agency’s request, a quasi-generic card  shall be provided using the Contractor’s commercial design and the numbering system that identifies it as a Government account. At the agency’s request, a generic card shall be provided using the Contractor’s commercial design, showing no association with the Government.  This shall include an account number which is indistinguishable from non-government personal cards. “Sample” or “test” cards shall be provided for demonstration or quality testing purposes.

Additionally, each purchase card shall be embossed/printed with the following:

EMBOSSED:

· Account name;

· Account number;

· Expiration date; and

· A 20 character alphanumeric field for agency use (may be used for the agency’s tax exempt number).

PRINTED:

· Individual department, agency or organization name; 

· US Government Tax Exempt; and

· A minimum 15 digit alphanumeric discretionary field.

Training

The Contractor shall provide:

· On-site training to groups of 25 or more A/OPCs, Designated Billing Office and Transaction Disputes Office points of contact or any combination thereof, at the request of the agency.  All Contractor travel and travel-related costs associated with on-site training shall be borne by the Contractor.  

· Assistance in training agencies. 

· Development, distribution, and periodical updating of training materials

· Training materials through the Internet or through the agency’s Intranet.  If the Intranet is the chosen method of dissemination by the agency, a file shall be provided in a mutually-agreeable standard commercial format so that the agency may post the training materials to its Intranet site.  

· One hard copy of training material for each cardholder/account to the A/OPC and GSA Contracting Office as requested. Additional hard copies shall be made available to the A/OPC, the Designated Billing Office  and the Transaction Dispute Office as requested.  Training materials shall include:

· Cardholder Guide: A stand-alone reference for the cardholder. A copy shall be distributed to each participating A/OPC within ten (10) calendar days of the Contractor's receipt of the agency’s distribution list.  A copy of this guide shall be provided to each cardholder in conjunction with the issuance of the card. The cardholder guide for the purchase card program shall include convenience check procedures, where authorized, and a sample statement of account with instructions how to read the statement of account.

· Agency Program Coordinator Guide:  A stand-alone reference for the A/OPC.  At the agency’s discretion, the Contractor shall distribute to the Internet/Intranet address or a hard copy of the Agency Program Coordinator Guide to each participating A/OPC within ten (10) calendar days of the Contractor's receipt of the agency’s distribution instruction.  The guide for the purchase card program shall include convenience check procedures.

· Designated Billing Office Guide:   A stand-alone reference for the designated billing office. At the agency’s discretion, the Contractor shall distribute to the Internet/Intranet address or a hard copy of the Designated Billing Office Guide to each participating A/OPC and each designated billing office within ten (10) calendar days of the Contractor's receipt of the agency’s distribution instruction.  

· Transaction Dispute Office Guide:   A stand-alone reference for the transaction dispute office. At the agency’s discretion, the Contractor shall distribute the Internet/Intranet address or a hard copy of the Transaction Dispute Office Guide to each participating A/OPC and each agency transaction dispute office within ten (10) calendar days of the Contractor's receipt of the agency’s distribution instruction. 

Year 2000 Compliance

Any product offered or electronic and authorization system delivered under this contract is warranted to be Year 2000 compliant.  Year 2000 compliant means accurately processing date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, when used in accordance with the product documentation provided by the Contractor, provided that all products used in combination with the Contractor’s product properly exchange date data with it.

Transaction Authorizations
Authorization procedures established by the Contractor or the Contractor’s Bank or Credit Card Association shall be adhered to by the Contractor.  Transactions that violate the restrictions established by the authorization controls shall be denied authorization at the point-of-sale. Immediate override capabilities shall be provided to allow the authorized A/OPC or the GSA Contracting Office to direct the contractor to authorize specific transactions that may otherwise be prohibited. The A/OPC shall be notified of any unusual spending patterns or frequencies with exception reports. 

Authorization Controls 

The transaction authorization process shall provide the Contractor’s standard commercial authorization controls.   In addition to its standard commercial authorization controls, the Contractor shall have the ability to void cards, PINs, or driver access codes at the request of the agency or GSA Contracting Officer.  Different authorization controls may be requested by the agency.  Authorization controls shall be promptly changed as requested by the agency. 

· Default limit:  Standard commercial default limits suggested by the Contractor during card/account set-up that may be changed by an agency.

· Dollars per transaction limit:  Restricts the dollars per single transaction that can be spent on each card/account as set by the A/OPC.

· Dollars per month limit: Restricting the dollars per month spent on each card/account as set by the A/OPC.

· Transactions per day limit:  Restricts the number of transactions per day on each card/account as set by the A/OPC.

· Transactions per month limit:  Restricting the number of transactions per month on each card/account as set by the A/OPC.

· Merchant category code:  Restricts the types of purchases made by each card/account as set by the A/OPC.  Purchases are generally identified by the merchant category code.

· Preferred supplier listing:  Each account may be restricted from making purchases at certain merchants.

· Preferred supplier listing threshold:  Each account may be restricted to certain dollar thresholds and preferred suppliers.

· Automatic controls that flag and deny invalid cards (lost, stolen, suspended/canceled).

· Agency billing cycle office limit (purchase only): The billing cycle office limit is used by agencies primarily for budget control purposes and may be on a monthly, quarterly, or other basis.  Each office may be assigned a billing cycle office dollar limit set by the A/OPC.  Any office limit may be assigned; however, the Contractor shall provide, at a minimum, an office limit that can accommodate 10 digits in length.

For purchase card transactions, the following restrictions are in place:

· The card shall not be used for the long-term rental or lease of land or buildings;

· Major telecommunications (telephone) services (i.e., FTS2000 or DSN).  However, telephone equipment, cellular telephones, pagers, and Internet subscriptions, etc., may be purchased unless restricted by an agency; 

· Travel or travel-related purposes.  All authorizations for merchants that are classified as travel and subsistence types of business shall be denied, unless specifically authorized.  The types of business denied will include airlines, restaurants, bars, hotels, travel agencies and car rental agencies.  However, it may be used for travel purposes where the GSA travel card is not accepted or an integrated solution card which includes the travel card program;

· Fuel, oil, services, maintenance and repairs for those users of IFMS and the GSA Fleet Management Program.  However, it may be used for fuel and fleet-related purposes under an integrated solution card which includes the fleet card program; and

· Cash advances (unless permitted by agency selected value-added option or an integrated solution card which includes the travel card program).

Posting of Transactions
All transactions (both credits and debits) shall be posted to the account within two (2) business days from the date of the Contractor’s receipt of the posted and settled transaction.  Posted credit transactions shall include the reference number assigned at the time of the original charge or another identifier that will enable the cardholder to match the original charge with the credit.

Tax Exempt Status

Transactions against Federal Government accounts that are directly paid by the Government are exempt from state and local taxes.  The Contractor shall work cooperatively with the Government to ensure that merchants and states do not tax these transactions.

Foreign Currency Conversion

Charges made in a foreign currency shall be converted into US Dollars on the statement of account, invoice, and related reports using a favorable conversion rate established by an interbank rate or where required by law, an official rate.  This rate shall be the one in existence at the time the transaction is processed.  The conversion rate used shall be identified on the statement of account, invoice and related reports.  No fee shall be charged for the conversion.

Convenience Checks

Convenience checks shall be issued and accepted domestically and internationally by merchant establishments and financial institutions.  Convenience checks are an integrated part of the purchase card program.  The checks shall be guaranteed by the Contractor against theft or loss, thus affording the agency protection against financial loss when using the Contractor's product.  The Contractor shall:

· Assist agencies in the implementation of their convenience check program;

· Provide a supply of checks to a designated cardholder drawn on the cardholder’s purchase card account;

· Process the checks as they are presented for payment;

· Provide a listing of the checks cleared on the cardholder’s statement of account and official invoice as a separate line item;

· Provide convenience checks that vary in maximum payment amounts as designated by the agency;

· Ensure that convenience checks are multi-copied (one copy for the cardholder’s records, the original for the merchant);

· Store cleared convenience checks in accordance with  Record Retention and Retrieval;

· Provide copies of cleared convenience checks within 14 calendar days of the agency’s request;

· Have the ability to stop payment on the convenience check within 24 hours, as requested by the A/OPC; 

· Provide electronic access or Contractor-provided software to enable agencies to automate their convenience check system.  The system shall, at a minimum, provide the ability to track, add, tally, report and reorder convenience checks;

· Provide an audit trail which permits tracing of all transactions; and

· Establish payment procedures for agency-issued convenience checks.  Payment for these checks shall not occur prior to use by the agency.

Convenience Check Account Establishment:  Within 10 calendar days after receipt of a task order issued in accordance with the terms and conditions of this contract, the Contractor shall contact the A/OPC to discuss implementation procedures and, if requested by the agency, meet with agency representatives to review specific requirements.  All Contractor travel costs associated with this meeting shall be borne by the Contractor.

Convenience Check Inventory Replenishment:  The Contractor shall provide the following inventory replenishment options:

· Automatic replenishment; and

· Toll free or collect telephone line reorder capability; and 24 hour replenishment when requested by the A/OPC.

Convenience Check Design:  The Contractor shall provide a convenience check design(s) to be used under this contract.  The Contractor shall be responsible for the encoding and printing of the checks.  The Contractor, at its expense, shall immediately correct and replace any convenience checks issued that contain Contractor-errors.  The Contractor shall ensure that checks are sequentially pre-numbered with the following standard pre-printed information:  

· United States Government;

· Name of agency, as directed by the ordering agency, including appropriate agency component;

· For Official Use Only; and US Government Tax Exempt.
Program and Transaction Data

At a minimum, the Contractor’s Level 3 platform for program and transaction data shall be provided.

TRANSACTION DATA
As additional or enhanced data elements are available from the merchant and obtained by the Contractor, the Contractor shall pass the data to the Government.

User Data
Merchant Data
Transaction Processing Data
Product/Service Data
Product/Service Data

(Fleet Card Only)
Shipment/Order Data (Purchase Card Only)

Pricing Data 

(Fleet Card Only)


Account name/Equipment ID (e.g., license number, tail number  name)
Merchant category code/Fuel—Non-Fuel
Debit or credit indicator (i.e., identify whether it was a charge or a credit)
Amount of charge/credit (and identify ATM, travelers check or convenience check transaction)
Type of purchase (fuel, non-fuel, both) 
Ship to/from zip codes*;
Gross amount due

Account number
Merchant/Station name
Date of charge/credit (and identify ATM, travelers check or convenience check transaction)
Maximum available leg-by-leg itinerary (minimum of 4 legs) data for common air/rail carrier transactions* (travel card only)
Type of fuel (regular, mid-grade, premium gasoline, diesel, gasohol, CNG, E85, M85, etc.) 
Freight amount*
Discount amount

Agency name
Merchant/Station city
Posting date (travel and purchase card only)
Product/Service/

Repair descriptions (line item detail)*
Type of unit (gallon, liter (foreign purchases only), gasoline gallon equivalent, alternative fuel)
Duty amount*
Total state motor fuel tax

Agency identifying number
Merchant/Station state
Contractor processing/transaction reference number for each charge/credit
Unit of measure* (travel and purchase card only)
Unit of fuel purchased 
Accounting code*
Total Federal Excise tax

Driver ID/Access ID (fleet card only)
Brand name (fleet card only)
Time of purchase (fleet card only)
Unit cost* (travel and purchase card only)
Price per fuel unit (carried out to same decimal places as pump price)
Order date*
Total state sales tax

User Data
Merchant Data
Transaction Processing Data
Product/Service Data
Product/Service Data

(Fleet Card Only)
Shipment/Order Data (Purchase Card Only)

Pricing Data 

(Fleet Card Only)


Odometer reading* (fleet card only)
Station location number (fleet card only)

Quantity* (travel and purchase only)
Total fuel price (gross--price per unit multiplied by number of units and carried out to two decimal places)
Order number*.
Net charge/credit


Station zip (fleet card only)

Sales tax amount* (travel and purchase card only)
Federal excise tax (fuel) 

Total local motor fuel tax*


Merchant/Station DUNs* (fleet and purchase card only)

Discount amount* (travel and purchase card only)
State motor fuel tax

Total local sales tax*


Merchant zip*

Product/Service/

Repair code* (fleet and purchase card only
State sales tax on fuel




Merchant/Station TIN*

Airline ticket numbers for common carrier transactions* (travel card only)
Fuel discount (prior to net price) 




Merchant/Station telephone*

Class of travel identifier (carrier's fare/class of service code)* (travel card only)
Non-fuel discount (prior to net price) 



User Data
Merchant Data
Transaction Processing Data
Product/Service Data
Product/Service Data

(Fleet Card Only)
Shipment/Order Data (Purchase Card Only)

Pricing Data 

(Fleet Card Only)



Merchant/Station 1057 data-minority, women-owned business codes* (fleet and purchase card only)

Hotel/Motel Fire Safety Act (FSA) statistics** (travel card only)
Local motor fuel tax*




Merchant/Station 1099 data* (fleet and purchase card only)


State sales tax on non-fuel* 







Federal excise tax (non-fuel)* 







Local sales tax* (fleet card only)







Type of service (for gasoline - self-serve, full)*



* Level 2 and 3 data with asterisks indicate submission of data where the data is passed by the merchant and obtained by the Contractor, unless otherwise specified in the specific data elements for each business line.  

**(on each lodging transaction, provide the number of room nights (if available) and a yes/no indicator as to whether the lodging establishment is FSA certified) (NOTE:  See footnote—this is an inactive requirement at this time)
The Contractor shall restrict access to the program and transaction data and the ability to request changes to the information therein. Access to data shall be restricted to individuals authorized by this contract or authorized individuals (including cardholders) designated by the A/OPC, in writing.  Information shall be restricted to inquiring agency and subsequent level (e.g., Department of the Interior shall only have access to Interior information, National Park Service shall only have access to National Park Service information, Yellowstone National Park shall only have access to Yellowstone National Park information, a cardholder shall only have access to his/her account information) and business line. 

Statement of Account (Purchase only): If a statement of account is required, the Contractor shall send an itemized statement of account to each cardholder within five (5) business days after the end of each billing cycle.  The statement of account is NOT the official invoice.  The statement shall include all transactions (debits and credits) posted during the billing cycle.  The statement of account shall include all transaction data in Transaction Data Elements and also include:

a) Statement date;

b) Cardholder address;

c) Designated Billing Office identifier;

d) Foreign conversion rate and methodology, as applicable;

e) Total dollar amount of the statement of account;

f) Instructions for handling transaction disputes and any commercial regulations concerning disputed items;

g) Toll-free or collect telephone number for statement inquiries;

h) Cardholder’s monthly limit and single purchase limit;

i) 64 digit alphanumeric master accounting code;

j) 15 digit alphanumeric code; and

k) 20 digit alphanumeric agency tax exempt number field.

Electronic Access to Program and Transaction Data  
The Contractor, at its expense, shall provide any associated software and communication connection required to allow agencies to connect with the system.  The electronic method of access must be compatible with a variety of computer systems (including personal computers and mainframes) and must be provided at the Contractor’s expense, to each agency level.  This does not include providing to the requesting agency any underlying operating system, commercially available web browser software, or computer hardware or providing any instruction on how to use the underlying operating system or computer hardware.  For access through modem, the Contractor shall provide each requesting agency the appropriate communications parameter information and any necessary procedural information (e.g., baud rate, function keys, screen sequences).   The Contractor shall provide the file layout for each file as requested by the agency.  The electronic access system shall provide electronic access to each participating A/OPC to enable program implementation and program management. 

· Two way communication

· Level 3 program and transaction data

· Complete transaction data received from merchants

· Security of  program and transaction data

· Higher levels of security for reviewing detailed transaction data or making changes

· Lower levels of security for obtaining program forms, training materials, etc.

· Menu-based functions in a Windows-like environment

· Develop, maintain, and update information on program forms on a monthly basis and report agency contact points

· Submittal of program forms

· Account set-up

· Account maintenance

· Activating/Deactivating of cards

· Renewal of cards

· Updating authorization controls

· Downloading statements of account

· Downloading invoices

· Master file data

· Review and manipulate all captured transaction information including sorting data by any field; filtering out unnecessary information

· Edit account allocation manually

· Split transaction amounts into sub-units for multi-account allocation

· Summary roll-up, review and manipulation at different levels

· Automatic default cost allocations for each transaction*

· The account code is sufficiently long to accommodate the accounting string of any agency (maximum 64 digits)

· Ability of the A/ OPC to override the default code

· Downloading and accessing of Standard Commercial Reports

· Downloading and accessing of GSA Contracting Office Reports

· Generate ad hoc reports with any and all data elements

· Connectivity that facilitates electronic information sharing**

· Download data from the system and automatic creation of batch upload files containing accounting data to agency internal accounting systems***

· Dispute and track transactions

· Availability is 24-hours a day, every day of the year

· Automation of travelers checks (travel card)

· Automation of convenience checks (purchase card)

· Streamline functions and improve efficiencies (e.g., front-end, back-end processes)

* Automatic default cost allocations for each transaction to include the ability to assign an account code to each transaction as determined by the A/OPC automatically; to assign a code based on the vendor, vendor category, cardholder or any combination of these fields

** Connectivity facilitates electronic information sharing among agencies including the ability to allow multiple users concurrent access to the application and allow data via a local or wide area network (LAN/WAN); the ability to send statements to cardholders via electronic mail; and a wide variety of connectivity options necessary to electronically link participating hierarchies of the agency using the agency’s preferred technology— including LAN, WAN, client/server, Internet and e-mail.

*** Download data from the system and automatic creation of batch upload files containing accounting data to agency internal accounting systems to include, at a minimum, a contractor-provided custom interface file to any internal system(s) designated by the agency.  The custom interface file is readily imported into the agency’s system with no interaction or special programming or manual entry of transaction data required on the part of the agency.

Program Forms
The Contractor shall:

a) Develop all program forms;

b) Date and number all program forms;

c) Ensure that the program forms capture the data required for Authorization Controls;  Agency Program Information; Program Implementation and Program Management; and Master File;

d) Accept all forms completed by a participating agency and approved by the A/OPC, via electronic means, fax, and/or mail; and

e) Assist participating agencies in completing forms, as requested

Develop, maintain and update a master file for each cardholder, A/OPC, DBO, TDO, EO Office, and Report Office.  The master file shall be electronically accessible to the A/OPC and provide the ability to request the Contractor to make changes to the master file, both electronically and in batch electronic uploads.  Provide electronic review and manipulation of all captured transaction information to include the ability to sort data by any field; filter out unnecessary information; edit account allocation manually as needed; and split transaction amounts into sub-units for multi-account allocation.  This includes summary roll-up, review and manipulation at different levels;

Master Files
The master file data elements are:

MASTER FILE DATA ELEMENTS

Report Specific Information (Report Distribution)
Account /Card Specific Information
Agency Program Coordinator Specific Information
Designated Billing Office Specific Information
Transaction Dispute Office Specific Information
EC/EDI Office Specific Information

Contact Name
Account/Cardholder Name
A/OPC name
DBO name
TDO name
EO name

Report Title/number
Account/Cardholder Address
A/OPC address
DBO address
TDO address
EO address

Report Address
Account/Cardholder area code and telephone number, including fax number
A/OPC Area code and telephone number, including fax number
DBO Area code and telephone number, including fax number
TDO Area code and telephone number, including fax number
EO Area code and telephone number, including fax number

Area code and telephone number, including fax number 
Account/Cardholder electronic address (if available)
A/OPC electronic address
DBO electronic address
TDO electronic address
EO electronic address


Agency name and address
Agency name and address
Agency name and address
Agency name and address
Agency name and address


Authorization controls
Agency identifying number
Agency identifying number
Agency identifying number
Agency identifying number


Account status
Task order number





Master accounting code (up to 64 alpha-numeric character length)






12 digit alphanumeric identification number (purchase only)








Account number






Convenience check data (purchase only)





The minimum requirement for addresses is a 30 digit alphanumeric field per line, four line work address.

Account Set-up (Centrally Billed Accounts)

The Contractor shall issue cards/cardless centrally billed accounts to the address and individual/agency designated by the A/OPC after receipt of completed program forms.  If requested by the A/OPC, the Contractor shall meet with agency representatives to discuss implementation procedures.  All travel costs associated with this meeting shall be borne by the Contractor.

Each agency will provide master file information on Contractor-provided program forms.  The Contractor shall:

· Assist agencies in setting up accounts, as requested.

· Establish authorization controls 

· Establish centrally billed cards/accounts without prior credit worthiness checks or personal information required of the cardholder other than the cardholder’s name and work address;

· Provide single account numbers with multiple sub-accounts, if requested by participating agencies and

· Make cards/accounts valid for a specific time period as agreed upon by the Contractor and the A/OPC, not to exceed the master contract base period or any options exercised.

· For purposes of opening centrally billed cards/accounts, the Contractor shall accept program forms via fax, mail and/or electronic means.

Card/Cardless Issuance and Delivery for Centrally Billed Accounts:  

The Contractor shall:

· Establish new centrally billed accounts as approved by the A/OPC upon receipt of completed program forms via fax, mail or electronic means;

· Process program forms and issue cards/cardless accounts to the designated address within three (3) business days of receipt of the completed program forms;

· Provide standard commercial card activation procedures;

· Domestically, replace lost, stolen, broken or otherwise unusable cards within 24 hours of the agency request; and

· Internationally, replace lost, stolen, broken or otherwise unusable cards within 48 hours of the agency request.

Emergency Account Set-Up and Card Delivery:   

The Contractor shall process and ship cards within 24 hours at the request of the A/OPC or GSA Contracting Officer.  These requests are generally in response to natural disasters (e.g., hurricane, earthquake) or military mobilization, but may be requested for any emergency as defined by the A/OPC or GSA Contracting Officer.  Upon request of the A/OPC or GSA Contracting Officer, the Contractor shall ship emergency cards overnight delivery at Contractor expense.

Where the Government provides oral instruction to set up an account and/or issue a card, electronic/written confirmation will follow within three (3) business days of the oral authorization.  The agency may use electronic means to forward program forms to the Contractor.

Short Term Account Set-Up and Card Delivery:   

The Contractor shall issue short-term cards/accounts as requested by the A/OPC or GSA Contracting Officer.  These requests are generally in response to special events (Olympic Games, Economic Summits, Anniversaries of Historic Events) or in response to emergencies.  The Contractor shall have a method of deactivating these short term cards/accounts at the end of the specified period through short-term expiration dates, card/account cancellation, or other methods acceptable to the Government.

Card Renewal:  

At least 90 calendar days prior to the expiration of each account or card, the Contractor shall submit a report to the A/OPC listing each expiring account or card.  The report shall contain all information necessary for the agency to renew the account or card.  Cards shall automatically renew unless otherwise directed by the A/OPC.  If accounts or cards are not to be renewed, the A/OPC will notify the Contractor, in writing, 45 calendar days prior to account or card expiration.  Renewed cards shall be sent no earlier than 40 calendar days before the expiration date of the existing card and no later than 20 calendar days before the expiration date of the existing card.

Invoicing:  

The Contractor shall send an itemized official invoice to the designated billing office for each centrally billed account promptly after the end of each billing cycle.  Agency receipt of the official invoice shall allow ample time from each billing cycle for reconciliation and payment.

Frequency of Invoicing:  

Invoicing shall occur on a monthly billing cycle unless otherwise specified by the agency.  Agencies may choose to customize electronic billing to meet specific requirements.  Customized billing must be available, at a minimum, electronically.  The Contractor shall customize billing as requested by the agency.  Customization of billing includes shorter billing cycles (e.g., daily, weekly), alternate billing cycles, and/or alternate levels of billing as requested by the agency and priced in their task order.

Medium(a) of Invoicing:  

Electronic invoicing is preferred.  The invoice shall be submitted in a medium(a) requested by the Designated Billing Office, e.g., accessed and downloaded through the electronic access system described in C.34.1, hard copy, 3.5” or 5.25” floppy disk, 9-track magnetic tape, electronic invoicing in a mutually-agreeable non-EDI format, or through EDI.

Invoices:  

There are two types of invoices that an agency may choose from.  Agencies may choose one or both invoices.

· Itemized Invoice:  For each transaction, the invoice shall, at a minimum, contain the information required in C.34.6, Transaction Data and C.34.6.1, Transaction Data Elements and the following:

1) Invoice date;

2) Master file accounting code;

3) Foreign conversion rate and methodology;  

4) Debit/credit indicator;

5) Itemized and total charges/credits (including ATM/Travelers Checks and Convenience check, customized services, value-added products and services and any miscellaneous fees as a separate item, where applicable); 

6) Prompt Payment Act interest charges as a separate item, as applicable; and

7) Amount carried over from previous invoice.

· EC/EDI Invoice:  This type of invoice is structured and formatted in accordance with I-FSS-599, Electronic Commerce--FACNET.

The invoice shall include all transactions, debits and charges posted to the account during the billing cycle.  The invoice shall balance at all times.  

Billing Discrepancies:  

The invoice will be manually or electronically reconciled by the cardholder, agency or designee.  It is the agency’s responsibility to notify the Contractor of any items in dispute within 60 calendar days of receipt of the invoice.  This notification of transaction dispute may occur via the electronic access system , telephone or other means (e.g., facsimile, mail, etc.), but must be followed up in writing if required by the Contractor’s operating rules and regulations.  In the event of a transaction dispute, the Contractor shall:

· Provide immediate temporary credit to the account;

· Provide sufficient transaction data to identify the charge;

· Promptly investigate disputed items and use best efforts to resolve transaction disputes, including working with merchants and the transaction dispute office;

· Provide a copy of the charge in dispute, if requested;

· Provide a copy of all Contractor correspondence regarding disputed items, if requested;

· Chargeback the merchant where appropriate;

· Detail the disputed charge on the Invoice Status Report and

· Rebill proper charges in the subsequent billing period with any applicable Prompt Payment Act interest charge itemized separately and include complete transaction data for the rebilled charge if available.

If a disputed item is resolved before the payment due date, the resolution shall appear on the agency’s following official invoice.

Reconciliation Assistance:  

The Contractor shall provide agencies and/or their designee standard commercial reconciliation assistance of centrally billed accounts, as requested.  In addition, the Contractor shall ensure that the official invoice is sent as a proper invoice as well as assisting agencies and/or their designee with downloading or transferring and/or reading the transaction data and supporting documentation as requested.

Payment Processing:  

Any payment received by the Contractor for a past-due invoice shall be applied first to the principal amount, with any remaining amount being applied to the Prompt Payment Act interest.  In case of a discrepancy of any payment received, the Contractor shall promptly notify the Designated Billing Office.  

Settlement for Centrally Billed Accounts:  

Settlements for centrally billed accounts are made directly by the agency or designee.  The Contractor shall accept payment from multiple sources electronically and post such payments within two (2) business days of receipt of payment.  The Contractor shall ensure that their accounting system enables the accurate and timely posting of account payments.  If the agency specifies instructions for applying payment, the Contractor shall comply with those instructions.  The Contractor shall develop procedures to ensure proper distribution of payment in accordance with agency instructions.  The Contractor shall be paid in accordance with the Prompt Payment Act, as amended, and the provisions of OMB Circular A‑125, incorporated herein by reference, for all centrally billed accounts. Only an undisputed amount for which payment has not been made shall be considered delinquent.  Agencies are responsible for calculating interest under the Prompt Payment Act.

Agency Reporting Requirements

The Contractor shall provide, at a minimum, its Level 3 platform for program and transaction data and pass all data provided by merchants and obtained by the Contractor.  

AGENCY REPORTS
Report 
Data Elements
Purpose/Primary User

Invoice
Official invoice
Payment

Invoice Status Report
Payment status on each outstanding invoice including all transaction data including original invoice number and other references required to identify the charge. 
Manage payments and disputes (DBO)

Transaction Dispute Report
All outstanding and resolved transaction disputes including all information necessary to identify, track, balance and obtain status on the dispute from the original charge through resolution. * 
Manage disputes (TDO)

Pre-Suspension/Pre-Cancellation Report
Accounts eligible for suspension or cancellation including account name, account number, status, balance past due, number of days past due and interest penalty for centrally billed accounts. * 
Flag cardholders and accounts for A/OPC action and delinquency control

Suspension/Cancellation Report
Accounts that have been suspended or canceled including account name, account number, status (suspended or canceled), date of status, balance past due, number of days past due and interest penalty for centrally billed accounts.*
Delinquency management (A/OPC)

Renewal Report
Cards/accounts due to expire including account name, account number, expiration date, and any other information required to determine renewal status.  
Flag expiring cards (A/OPC)

Delinquency Report 
Account status for each 30-120+ day time frame (i.e., 30, 60, 90, 120 or more days). *
Identify and manage delinquencies (DBO and CFO)

Detailed Electronic Transaction File
Electronic file listing each cardholder’s detailed transactions for the reporting period and all transaction data. 
Processing transactions through their financial systems and for reporting purposes

Account Activity Report
Summary totals for the reporting period, the fiscal year-to-date, by card and agency.  
Obtain and manipulate program data

Master File Report
Master file information including whether the account is new. 
Manage programmatic data (A/OPC)

Statistical Summary Report
Program summary information. 
Obtain and manipulate summary data

Account Change Report
Changes to the master file information, and identifies what and when elements(s) were changed.  
Manage programmatic data as well as to flag/verify changes (A/OPC)

Exception Report
Lost, stolen, invalid or canceled cards, declined transactions and unusual spending activity, and details such transaction activity.  It includes current and past due balances.  
Monitor cardholder activity, track misuse and/or identify training needs of a cardholder (A/OPC and DBO)

Report 
Data Elements
Purpose/Primary User

Current Accounts Report 


All accounts in alphabetical order and all information necessary to identify and contact the account holder.  *
Easy reference to cardholder identification (A/OPC)

1099 Report 
Summary payments made to merchants on a quarterly and cumulative calendar year basis.  It shall be in merchant TIN ascending numeric order and include description of the purchase, amount of purchase, merchant name, corporate status (see C.2, Definitions), identify doing business as (DBA) if applicable, and merchant address. 
Fulfilling the requirements of 26 U.S.C. 6041 and 6041(A);

1057 Report
Summary merchant demographic information (minority, women-owned business) on a quarterly and cumulative fiscal year basis.  It shall be in merchant TIN ascending numeric order and include amount of purchase, merchant name, merchant address, merchant demographic information, standard industrialization classification (SIC) code or replacement ( i.e. North American Industrial Classification System, and size standard. 
Fulfilling small business and small disadvantaged business goals

Payment Performance and Refund Report  
Payment performance (average payment time) and any refunds paid to the agency/organization level.  It includes total net charge volume, payment performance, refund amount and type of refund. 
Analyze payment performance and refunds as well as audit purposes

Write-Off Report
Amount of the write-off and date written off. 
Identify problem areas to manage delinquencies, analyze and project programmatic data, and verify and balance delinquent data in contract reports

Summary Quarterly Merchant Report
By fiscal year quarter, summary spending information by merchant category code including merchant category code description, number of transactions per merchant category code, total dollar amount per merchant category code, and average dollar amount per merchant category code. 
Summarize supplier categories where the agency/organization dollars are spent, trend analysis

Summary Quarterly Vendor Analysis Report: 
By fiscal year, a detailed quarterly and cumulative summary of the top 100 merchants/vendors, by individual merchant/vendor, city, state, and service type, in total dollars and total number of transactions.  
Negotiate better discounts with merchants, trend analysis

Report 
Data Elements
Purpose/Primary User

Summary Quarterly Vendor Ranking Report:  
By fiscal year, a quarterly and comparative summary by name and type of vendor, ranking the major vendors and their dollar charges, along with a percentage breakdown of totals and changes from the previous quarter and the same quarter a year ago, if applicable. 
Market and trend analysis

Account Activity Report for the Fleet Card Program
a) Total Transactions;

b) Total Units for the Reporting Period for each Fuel Type by Unit Type;

c) Total Taxes for each state by tax category;

d) Total Gross Fuel Charges for each Fuel Type;

e) Total Gross Non-Fuel Charges for Non-Fuel Category;

f) Total Net Fuel Charges for each Fuel Type;

g) Total Net Non-Fuel Charges for Non-Fuel Category;

h) Grand Total Gross Fuel Charges;

i) Grand Total Gross Non-Fuel Charges;

j) Grand Total Taxes Deducted;

k) Grand Total Net Fuel Charges; and

l) Grand Total Net Non-Fuel Charges.


Program management for Fleet managers and A/OPCs

Report 
Data Elements
Purpose/Primary User

Statistical Summary Report for the Fleet Card Program
a) Agency;

b) Customer Account;

c) Task Order Number;

d) Fuel Sales (Purchases made using card);

e) Non-Fuel Sales (Purchases made using card);

f) Number of Fuel Transactions;

g) Number of Non-Fuel Transactions;

h) Miscellaneous Charges (line item description;

i) Number of Active (recently used) Cards;

j) New Cards Issued;

k) Number of Replacement Cards Issued;

l) Number of Cards Canceled;

m) Number of Cards Reported Lost;

n) Number of Cards Reported Stolen;

o) Total Customer Units (Accounts); 

p) Total New Customer Units; and

q) Total Number of Cards in Inventory


Program management for Fleet managers and A/OPCs

Account Activity Report for the Travel Card Program  


Complete account activity, both active and inactive, and includes a roll-up section.  It includes ATM and travelers check transactions.  It reports current and fiscal year account activity.  It segregates all charges and credits by individually or centrally billed accounts, with current period totals of the data elements identified.  It includes merchant information such as name, address, TIN, merchant category code, etc.
Account management for A/OPCs

Statistical Summary Report for the Travel Card Program 
This report lists dollar volume, ATM volume, travelers check volume, number of transactions, active cardholders, total accounts, new accounts, miscellaneous fees and identification of fees (e.g., fees for customized services, fees for value-added products and services) on a current and fiscal year basis.
Program management for A/OPCs

Airline Credit/Refund Report
This report lists all credits, including refunds, by individually billed accounts and centrally billed accounts.  It includes merchant name, credit amount and credit date.
Reconciliation management for A/OPCs

Write-off Report for the Travel Card Program
This report shall list the amount of the write-off and the date written off for individually billed accounts.
Delinquency management for A/OPCs

Report 
Data Elements
Purpose/Primary User

Invoice Status Report for the Travel Card Program:  
This report shall list ticket numbers.


Invoice management for A/OPCs

Hotel/Motel Fire Safety Act (FSA) Report
This report lists FSA data and gives a percentage compliance to the FSA for each agency.
Program management for A/OPCs

Pre-Funded Cards on Individually Billed Accounts.
This report lists, by name and account number, the number of pre-funded cards provided and associated dollar value of the pre-funded cards for each agency.


Program management for A/OPCs

Account Activity Report for the Purchase Card Program

Complete account activity, both active and inactive, and includes a roll-up section.  It includes convenience check transactions.  It reports current and fiscal year account activity.  It segregates charges and credits by individual or agency/organization accounts with current period totals of the data elements identified.  It includes merchant information such as name, address, TIN, merchant category code, etc.
Program management for A/OPCs

Statistical Summary Report for the Purchase Card Program

Dollar volume, convenience check volume, number of transactions, active cardholders, total number of accounts, new accounts, miscellaneous fees and identification of fees (e.g., fees for customized services, fees for convenience checks, fees for value-added products and services, etc.) on a current and fiscal year basis.
Program management for A/OPCs

Summary Quarterly Purchase Report

Summary of purchases under the micro-purchase level as described in FAR 2.5 and over this amount.  It includes number of transactions, the dollar volume and comparative percentages for the current reporting period and fiscal year activity


Program management for A/OPCs

* The Travel Card Program requires this information segregated by individually and centrally billed accounts.

The ability for the Government to create ad-hoc reports electronically based on all program and transaction data elements is required.   Although electronic transmission of program and transaction data through the electronic access system is the preferred mechanism for reporting, agencies may request other media to include paper copy, disk, magnetic tape, etc.  Unless otherwise specified by the agency, reports shall correspond with the agency billing cycle.  The Contractor shall offer alternative electronic reporting cycles (including, but not limited to, daily, weekly, monthly, etc.).  Agencies may choose more frequent electronic reporting (i.e., daily, weekly, etc.) to meet specific requirements. 

The Contractor shall provide its standard commercial reports.  Agencies may choose to receive some or all of the standard reports unless noted below.  Agencies shall determine frequency, distribution points and method of transmission at the task order level.   Release of program and transaction data is generally governed by 5 U.S.C. 552, Freedom of Information Act.

Start-up Implementation

Submission of new program forms may be submitted or an agency may provide electronic program information from the predecessor contractor to the successor contractor to facilitate transition efforts or other agency database (e.g human resource file).  If an agency provides electronic program information, it shall verify that the information provided is current, accurate and complete and/or allow the successor contractor additional time during implementation to verify the validity of the information provided.

Customized Services

Customized services are services that are a substantial modification or change to an agency’s core task order within the scope of the agency’s task order (e.g., customized agency-specific training materials (e.g., on CD-ROM, video, computer software), production and submittal of agency 1099 information to the Internal Revenue Service, etc.), a pilot or demonstration of new processes, or contractor- or government-suggested service improvements).  Customized services may run for a period of time shorter than the agency task order length and may have requirements for evaluation, feedback and reporting.  Customized services will be negotiated and priced separately between the agency and the Contractor and paid for by the requesting agency.  An agency may not modify or change the terms and conditions of the master contract. 

Because agency customized services may have wide-spread government applicability, the Contractor shall keep the GSA Contracting Officer apprised on a monthly basis (no later than the 15th calendar day of each month) of agency customized services to include, but not be limited to, services performed, price, evaluation and feedback, etc.   This is for informational purposes only—agencies will manage and monitor their own customized services or ask GSA to do so on their behalf.

The Contractor shall provide a detailed proposal within a mutually agreeable timeframe of the agency’s/organization’s request for customized services, unless otherwise directed.  The proposal shall include, at a minimum, the technical and management approach, an identification of the CLIN(s), skill category(ies), number of hours, hourly rate, extended total, total price, and milestone schedule.

Transition 

Contract Start-Up Transition:  The Contractor shall furnish phase-in training to agencies transitioning to the master contract and exercise its best efforts to effect a cooperative, orderly, and seamless transition from current GSA contracts.

Agency Transition:  The Contractor shall furnish phase-in training with a successor contractor and exercise its best efforts to effect a cooperative, orderly, and seamless transition should an agency decide to change contractors.  The Contractor shall, upon the A/OPC's written notice, furnish phase-in, phase-out services for up to 180 working days prior to the expiration date of the task order.  The Contractor shall provide sufficient, experienced personnel during the phase-in, phase-out period to ensure that there is no diminution in the quality of services provided under its task order.  The Contractor shall provide to the A/OPC a complete, non-proprietary, current and accurate master file of individually billed and centrally billed accounts, in hard copy, magnetic tape, or other agreed-upon medium(a) at least 90 calendar days prior to the end of the task order, in a format to be approved by the Government.  The master file shall also include accurate information regarding suspended or canceled accounts.  At its discretion, the Government may reduce the transition period.

The Contractor shall reconcile each account balance and settle each transaction dispute within 180 calendar days of the completed agency transition.

Technological Advance Transition:  The Contractor shall ensure that any change brought about by technological advance is effectuated in a smooth, seamless manner, with minimal disruption to the card program.  The Contractor shall coordinate any technological transition with the participating users and the GSA Contracting Officer at least 90 calendar days prior to transition

Record Retention and Retrieval

The Contractor shall maintain electronic records of all transactions that exceed $25,000 for a period of 6 years and 3 months after final payment, and for all transactions of less than $25,000, for a period of 3 years after final payment.  Final payment is defined as the final payment for the particular charge under each agency’s/organization’s task order.  The Contractor shall segregate this transaction information (i.e., transactions exceeding $25,000 and less than $25,000).  Upon written request of the GSA Contracting Officer, the ordering Contracting Officer, the A/OPC, or the Internal Revenue Service with A/OPC knowledge and approval, the Contractor shall provide the requested information in a mutually agreeable commercial format within 30 calendar days, unless otherwise specified.

Card Fees

Card fees (e.g., annual card fees, card issuance fees, etc.) for core requirements are prohibited, unless otherwise specified herein.

Suspension Procedures (Centrally Billed Accounts)

The Contractor has the discretion to initiate suspension procedures on centrally billed accounts.  If suspension is initiated, it must be initiated within 180 calendar days of the billing cycle date in which the charge appeared.  If suspension is not initiated within 180 calendar days of the billing cycle date in which the charge appeared, the Contractor waives its right to suspend the centrally billed account for the particular charge.  If the Contractor initiates suspension, it shall follow the procedures stated below.

For suspension purposes, an account is considered past due if payment for undisputed principal amounts has not been received 45 calendar days from the billing date.  The Contractor shall either send a letter to the A/OPC and Designated Billing Office or document a telephone call to the A/OPC and Designated Billing Office requesting payment on past due accounts for the undisputed principal amount.

The Contractor shall provide the Pre-Suspension/Pre-Cancellation Report, to the A/OPC to identify the undisputed amount that is overdue on centrally billed accounts.  If the Contractor chooses to begin the suspension process, it shall follow the procedures listed below if payment for the undisputed principal amount has not been received 55 calendar days from the billing date.  The Contractor shall: 

1) Notify the A/OPC and Designated Billing Office electronically or in writing of suspension if payment for the principal amount is not received by the close of business on the fifth (5th) calendar day after notification; and

2) Notify the A/OPC and Designated Billing Office of the Contractor’s point of contact to assist in resolving the past due account(s).

Suspension actions must be documented and, if requested, such documentation must be provided to the GSA Contracting Officer.  If payment for the undisputed principal amount has not been received 61 calendar days from the billing date, the Contractor may suspend the account. 

Disputed Items:  The Contractor shall not suspend any account for amounts in dispute.  

Reinstatement of Centrally Billed Suspended Accounts:  The Contractor shall automatically reinstate suspended accounts upon payment of the undisputed principal amount and Prompt Payment Act interest.

Suspension/Reinstatement Record:  The Contractor shall maintain a suspension/reinstate-ment file on accounts to include, at a minimum, the agency office name, the agency identifying number, the account number, the A/OPC and Designated Billing Office and telephone numbers, invoice numbers, principal and estimated interest penalty for each invoice, the number of days past due for each invoice, documentation, the date of suspension and the date of reinstatement.  This file shall be made available to the A/OPC, Designated Billing Office and the GSA Contracting Officer promptly upon request.

Government Requested Suspension:  The A/OPC reserves the right to suspend a centrally billed account under his/her purview and document the reasons for the suspension.  The GSA Contracting Officer reserves the right to suspend a centrally billed account and document the reasons for suspension.  The Contractor shall have the ability to void cards, PINs and driver access codes at the request of the A/OPC or GSA Contracting Officer.

Cancellation Procedures (Centrally Billed Accounts)

The Contractor has the discretion to initiate cancellation procedures on centrally billed accounts.  The Contractor shall not initiate cancellation procedures on a centrally billed account without first going through the suspension process.  If cancellation is initiated, it must be initiated within 180 calendar days of the billing cycle date in which the charge appeared.  If cancellation is not initiated within 180 calendar days of the billing cycle date in which the charge appeared, the Contractor waives its right to cancel the centrally billed account for the particular charge.  If the Contractor initiates cancellation, it shall follow the procedures stated below.

The Contractor shall provide the Pre-Suspension/Pre-Cancellation Report to the A/OPC to identify the undisputed amount that is overdue on centrally billed accounts.

There are two reasons for which the Contractor may initiate cancellation of a centrally billed account for non-payment of undisputed amounts:

1.  The account has been suspended two (2) times during a 12-month period for undisputed amounts and is past due again (e.g., an account is suspended in January and in December of any given year and is past due again in March of the following year would be eligible for cancellation).  The Contractor shall give consideration to the time that has elapsed between the second suspension and the third occurrence for late payment and shall exercise good judgment; OR

2.  The account is past due for undisputed amounts, i.e., 120 calendar days past the billing date, and the requirements of Suspension Procedures have been met.

If the Contractor chooses to begin cancellation procedures, it shall follow the procedures listed below if payment for the undisputed principal amount has not been received 120 calendar days from the billing date.  The Contractor shall either send a letter to the A/OPC and Designated Billing Office or make a documented telephone call to the A/OPC and Designated Billing Office requesting payment on past due accounts for the undisputed principal amount.  The Contractor shall:

1) Notify the A/OPC and Designated Billing Office of cancellation if payment for the principal amount is not received by the close of business on the fifth (5th) calendar day after notification; and

2) Notify the A/OPC and Designated Billing Office of the Contractor’s point of contact to assist in resolving the past due account(s).

Cancellation actions must be documented and, if requested, such documentation must be provided to the GSA Contracting Officer.  If payment for the undisputed principal amount has not been received 126 calendar days from the billing date, the Contractor may cancel the account. 

Disputed Items:  The Contractor shall not cancel any account for amounts in dispute.  

Reinstatement of Centrally Billed Canceled Accounts:  The Contractor may reinstate canceled accounts upon payment of the undisputed principal amount and Prompt Payment Act interest.

Cancellation/Reinstatement Record:  The Contractor shall maintain a cancellation/rein-statement file on accounts to include, at a minimum, the agency office name, the agency identifying number, the account number, the A/OPC and Designated Billing Office and telephone numbers, invoice numbers, principal and estimated interest penalty for each invoice, the number of days past due for each invoice, documentation, the date of suspension, the date of reinstatement from suspension, the date of cancellation and the date of reinstatement from cancellation.  This file shall be made available to the A/OPC, Designated Billing Office and the GSA Contracting Officer promptly upon request.

Government Requested Cancellation:  The A/OPC reserves the right to cancel a centrally billed account under his/her purview and document the reasons for the cancellation.  The GSA Contracting Officer reserves the right to cancel a centrally billed account and document the reasons for suspension.  The Contractor shall have the ability to void cards at the request of the A/OPC or GSA Contracting Officer.

Liability (Centrally Billed Account)

Notification to the Contractor is required when it becomes evident that there is possible unauthorized use of the card.  Centrally billed account participants (e.g., Government, Tribes or Tribal Organizations, etc.) accept liability only for those proper charges made by an authorized centrally billed account cardholder using the Card Program(s) but shall not be liable for any unauthorized use.  Unauthorized use means the use of a credit card by a person, other than the cardholder, who does not have actual, implied or apparent authority for such use and from which the cardholder receives no benefit.  When the centrally billed account/card has been used by an authorized account/cardholder to make an unauthorized purchase, the centrally billed account participant is liable for the charge. 

The centrally billed account participant will notify the Contractor when it becomes evident that a card is lost or stolen. The liability of the centrally billed account participant for lost or stolen cards shall not exceed the lesser of $50 or the amount of money, property, labor, or services obtained before notification to the Contractor. 

Notification to the Contractor is given when steps have been taken as may be reasonably required in the ordinary course of business to provide the Contractor with the pertinent information about the loss or theft of a card, regardless if the Contractor does, in fact, receive the information.  Notification may be given, at the option of the person giving it, by telephone or in writing.  Notification in writing is considered given at the time of receipt or, whether or not received, at the expiration of the time ordinarily required for transmission, whichever is earlier
Master Contract Training Conference
The General Services Administration will host one annual master contract training conference at different geographic locations each year.  This will give agency representatives the opportunity to learn program information, share best practices, and discuss any issues with the GSA Contracting Staff.  A/OPCs will be notified of the time and place of these meetings in sufficient time to schedule attendance.  Master contractors will be on hand to train agencies in all aspects of the card programs as well as facilitate resolution of issues.

